UBND TINH QUANG NINH ~ CONG HOA XA HQI CHU NGHIA VIET NAM
SO GIAO DUC VA PAO TAO Poc lap - Tw do - Hanh phuc

S6: 3047 /SGDDT-VP Qudng Ninh, ngay 27 thang 10 ndm 2023

Vv tang cuong cong tac bao dam an
toan théng tin mang trudc trong va sau
L& ky niém 60 nim ngay thanh lap tinh
Quang Ninh (30/10/1963-30/10/2023)

Kinh gui:
- Phong Gido duc va bao tao cac huyen (TX, TP);
- Cac truong cé cap trung hoc pho thong;

- Trung tdm HN-GDTX tinh;
- Cac trung tam GDNN-GDTX huyén (TX, TP);

Thuc hién van ban sé 183/BTC ngay 20/10/2023 cia UBND tinh (Ban Té
chic) cac hoat dong Ky niém 60 nam ngay thanh 1ap tinh Quang Ninh
(30/10/1963-30/10/2023); cin cit Céng van sb 2569/STTTT-CNTT ngay
26/10/2023 cua S¢ Thong tin va Truyén thong vé viéc ting cudng cong tac bao
dam an toan thong tin mang trudc trong va sau L& Ky niém 60 nam ngay thanh 1ap
tinh Quang Ninh. Trudc tinh hinh an toan thdng tln hién nay dang dién ra voi
nhitng dién bién phuc tap, tin cdng mang gia tang vé quy mo, sé luong ciing nhu
muc d6 nguy hiém, dic biét tin cdng mang ting manh trong cac khoang thai gian
dién ra céc su kién 16n caa dat nudc, cua tinh. Muc tiéu chu yéu duoc nhim dén
la céc hé théng thong tin, hé théng thdng tin quan trong ciia cac co quan, to chic
nha nudc.

Theo d6, dé khéng bat ngd trong moi tinh huéng, chi dong sin sang tng
pho su ¢b ddi véi cac hé thdng, dich vu cdng nghé thdng tin trong trudng hop xay
ra sy ¢ tan cdng mang, an toan thoéng tin trwéc, trong va sau Lé ky niém 60 nam
ngay thanh lap tinh Quang Ninh (30/10/2023), S¢ Gi&o duc va Pao tao dé nghi
cac Phong Giao duc va Pao tao, cac trudng co cap trung hoc phd théng, Trung
tam HN-GDTX tinh, cé4c trung tdm GDNN-GDTX cap huyén (goi chung la cac
don vi) can thuc hién mot sé bién phap sau:

1. Thyc hién nghiém cac quy dinh vé dam bao an toan thong tin theo Quyét
dinh s 708/QB-UBND ngay 14/4/2014 cia UBND tinh vé viéc Ban hanh Quy
ché dam bao an toan thong tin trong hoat dong tng dung céng nghé thdng tin cua
cac co quan nha nuéc tinh Quang Ninh va Quy ché dam bao an toan théng tin
trong noi bo cua don vi.

2. Chu dong ra soat cac diém yéu, 15 hong, dic biét 1a cac thiét bi
router/switch; Tang cuong trién khai cac bién phap quan ly va ki thuat nham bao
dam an toan thong tin cho hé thdng thong tin phuc vu hoat dong ndi bd caa co quan;
Kiém tra ra soat cong thdng tin dién tir, cong thanh phan, trang web, hé thdng théng
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tin... ciia co quan, don vi, dia phuong dam bao khong bi tan cong, khéng dang tai
cac théng tin xau doc, thdng tin khéng chinh thong. Cir can b truc theo doi, giam
sét lién tuc hé thong cua co quan trong nhitng ngay dién ra Lé Ky niém.

3. Quén triét can b, gido vién, nhan vién, hoc vién va hoc sinh tuan thu cac
quy dinh vé stir dung mang xa hoi, khong chia sé céc thong tin xau doc, thong tin
sai su that, thong tin chua duwoc kiém chirng nguon...

4. Khi can thiét can trao doi théng tin lién quan dé nghi cac don vi lién hé:

- Trung tm C6ng nghé thdng tin va Truyén théng, S& Thong tin va Truyén
thong: Bién thoai: 0203 3533338, email: gnict@quangninh.gov.vn.

- Trung tam Ung ctu khan cap khdng gian mang Viét Nam (VNCERT/CC),
Cuc An toan thdng tin, Bo Théng tin va Truyén théng: Dién thoai 024. 3640.4421
hoic s6 dién thoai truc dudng day néng ¢ng cau su ¢d 086.9100.317, email:
ir@vncert.vn.

- Trung tam Giam sat an toan khong gian mang quéc gia (NCSC), Cuc An
toan théng tin, Bo Thong tin va Truyén thong: Pién thoai: 024. 3209.1616 hoac
sb dién thoai truc duong day nong hd trg gidm sat, canh bao sém 0389942878,
email: ais@mic.gov.vn,

Noi nhn: GIAM POC
- Nhu trén;

- Cac PGD S¢;
- Luu: VT, VP.

Pham Thai Son

S ,
Biguyen Thi Thuy
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