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V/v cdnh bdo 16 hong bao mat anh huang 
cao va nghiem trong trong cc'ic san pham 

Microsoft cong bo thdng 8/2023

Kinh giii: - Thuong true HDND, Lanh dao UBND Thanh pho,
- Cac Ban xay dung Dang, Van phong Thanh uy,

•> r

- MTTQ va cac to chuc chinh tri - xa hoi Thanh pho,
- Cac chi, dang bo true thuoc Thanh uy.

Can cu Van ban so 2033/STTTT-CNTT ngay 25/8/2023 cua So Thong tin 

va Truyen thong tinh ve vice canh bao 16 hong bao mat anh huang cao va nghiem 

trong trong cac san pham Microsoft cong bo thang 8/2023;

Nham bao dam an toan thong tin va phong tranh vice doi tuong tan cong
or o r

loi dung diem yeu an toan thong tin de thuc hien nhung cuoc tan cong mang nguy 

hiem. Thuong true Thanh uy yeu cau Thuong true HDND, UBND Thanh pho; 
cac Ban xay dung Dang, Van phong Thanh uy; MTTQ va cac to chuc chinh tri -

r o

xa hoi Thanh pho; cac chi, dang bo true thuoc Thanh uy khan truong chi dao thuc 

hien ngay mot so noi dung sau:
•A y r r • r o A•X^ • r o1. Kiem tra, ra soat, xac dinh may su dung he dieu hanh Windows co kha 

nang bj anh huong. Thuc hien cap nhat ban va kjp thoi de tranh nguy co bi tan 

cong (Thong tin ve 16 hong va each khacphuc chi tiet taiphu hie hem theo).

2. Tang cuong giam sat va san sang phuong an xu ly khi phat hien co dau 

hieu bi khai thac, tan cong mang; dong thoi thuong xuyen theo doi kenh canh bao 

ciia cac co quan chuc nang va cac to chuc Ion ve an toan thong tin de phat hien 

kjp thoi cac nguy co tan cong mang.

Trong truong hop can thiet, yeu cau Thu truong cac co quan, don vi va ca 

nhan lien quan khan truong lien he voi don vi chuc nang de dupe ho trp, huong 

dan xu ly:
X X

- Trung tarn Cong nghe thong tin va Truyen thong, So Thong tin va Truyen 

thong, dien thoai: 0203 3533338, email: qnict@quangninh.gov.vn.

- Trung tarn Giam sat an toan khong gian mang quoc gia thuoc Cue An toan 

thong tin, dien thoai: 024.3209.1616, email: ais@mic.gov.vn.

mailto:qnict@quangninh.gov.vn
mailto:ais@mic.gov.vn
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Thixa lenh Ban Thuang vu Thanh uy, Van phong Thanh uy thong bao y 

kien chi dao cua Thuang true Thanh uy de Thu trudng cac co quan, dan vj biet, 
chi dao to chuc thuc hien./.

T/L BAN THlTdNG VU
CHANH VAN PHONG

Nai nhan:
- Sa TTTT (de’ bdo cdo),
- Thuang true Thanh uy (de bdo cdo),
- Nhu kinh gui,
- Luu VPTU. sAy

WM ‘A

★
l^CCAMPHAy^

ong Chircmg
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^fTM.9gfiip^^^c 16 hong bao mat trong san pham Microsoft
a’ , J ■Zjl

^\CAM thang 6/2023 va huong dan khac phuc

1. Thong tin cac 16 hong bao mat

STT CVE Mo ta Link tham khao
- Diem: CVSS: 8.8 (Cao)
- Mo ta: 16 hong trong 

Microsoft Exchange Server 

cho phep doi tuong tan 

cong thuc hien tan cong 

Spoofing.
- Anh huong: Exchange 

Server 2016/2019.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-38181

CVE-2023-381811

- Diem: CVSS: 9.8 (duoc
Microsoft danh gia la Cao)

^ *>
- Mo ta: 16 hong trong 

Microsoft Exchange Server 

cho phep doi tuong tan
cong thuc hien tan cong

%
nang cao dac quyen.
- Anh huong: Exchange 

Server 2016/2019.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-21709

CVE-2023-217092

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-35368
https://msrc.microsoft.co
m/update-
guide/vulnerability/C VE- 

2023-38185
https://msrc.microsoft.co
m/update-

Diem: CVSS: 8.0/8.8
(Cao)
- M6 ta: 16 hong trong 

Microsoft Exchange Server
r r

cho phep doi tuong tan 

cong thuc thi ma tu xa.
- Anh huong: Exchange 

Server 2016/2019.

CVE-2023-35368 

CVE-2023-38185 

CVE-2023-35388 

CVE-2023-38182
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guide/vulnerability/CVE-
2023-35388
https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-38182

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-35385
https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-36910
https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-36911

- Diem: CVSS: 9.8 

(Nghiem trong)
- Mo ta: 16 hong trong 

Microsoft 
Queuing cho phep doi 
tirgng tan cong thirc thi ma 

tir xa.
- Anh huong: Windows 

10/11, Windows Server.

CVE-2023-35385 

CVE-2023-36910 

CVE-2023-36911

Message
4

- Diem: CVSS: 8.8 (dime 

Microsoft danh gia la 

Nghiem trong)
- M6 ta: 16 hong trong 

Microsoft Teams cho phep
r r

doi tirgng tan cong thirc thi 
ma tir xa.
- Anh huong: Microsoft 
Teams danh cho iOS, Mac, 
Android, Desktop

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-29328
https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-29330

CVE-2023-29328
CVE-2023-29330
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- Diem: CVSS: 7.8 (dugc 

Microsoft danh gia la 

Nghiem trgng)
- M6 ta: 16 hong trong 

Microsoft Outlook cho 

phep doi tugng tan cong 

thirc thi ma tu xa.

https://msrc.microsoft.co
m/update-
guide/vulnerability/C VE- 

2023-36895

CVE-2023-368956

https://msrc.microsoft.co
https://msrc.microsoft.co
https://msrc.microsoft.co
https://msrc.microsoft.co
https://msrc.microsoft.co
https://msrc.microsoft.co
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- Anh hirang: Microsoft 
Office, Microsoft 365 

Apps for Enterprise.

- Diem: CVSS: 7.8 (Cao)
- Mo ta: 16 hong trong 

Microsoft Excel cho phep 

doi tirong tan cong thirc thi 
ma tu xa.
- Anh hirang: Microsoft 
Excel, Office, Office 

LTSC, 365 Apps.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-36896

CVE-2023-368967

- Diem: CVSS: 7.8 (Cao)
- Mo ta: 16 hong trong 

Microsoft Office cho phep 

doi tirong tan cong thirc thi 
ma tu xa.
- Anh huong: Microsoft 
Office, Office LTSC, 365 

Apps.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-35371

CVE-2023-353718

^ r

2. Huang dan khac phuc
Bien phap tot nhat de khac phuc la cap nhat ban va cho cac 16 hong an toan 

thong tin noi tren theo huong dan cua hang. Cac co quan, don vi tham khao cac ban 

cap nhat phu hop cho cac san pham dang sir dung tai link nguon tham khao tai muc 1 
cua phu luc.

3. Tai lieu tham khao
https://msrc.microsoft.com/update-guide/
https://www.zerodayinitiative.com/blog/2023/8/8/the-august-2023-security-

update-review

https://msrc.microsoft.co
https://msrc.microsoft.co
https://msrc.microsoft.com/update-guide/
https://www.zerodayinitiative.com/blog/2023/8/8/the-august-2023-security-
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